Milli Toahliikasizlik va Harbi EImlar — National Security and Military Sciences
Ne2(10)/2024, sah. 123-132
MILLI TOHLUKOSIZLIK NATIONAL SECURITY

UQOT 004 DOI: 10.30546/9878.2024.2.10.0036.

PRESERVING CONFIDENTIAL INFORMATION: A COMPREHENSIVE
ANALYSIS OF SECURITY AND PRIVACY CONCERNS
IN INTERNET OF THINGS (I0T) SYSTEMS

mayor Elshan Tanriverdiyev
National Defence University
elshantanriverdiyev@gmail.com

Abstract. This research paper conducts a thorough analysis of security and privacy concerns within
internet of things (loT) systems, aiming to identify vulnerabilities across its various layers perception,
network, transport, and application — and develop strategies to mitigate these risks. The study is
structured to first categorize major security threats and privacy issues within each 10T layer, followed
by a comprehensive literature review to understand existing challenges and solutions. Further tasks
include analyzing common attack vectors and assessing the effectiveness of proposed security measures
through simulations and real-world case studies.

A variety of research methods were employed, including systematic literature reviews, case
studies, experimental research, and simulation modeling to test and predict effectiveness of the solution.

The research results reveal key vulnerabilities within each 10T layer and catalog a comprehensive
range of potential attack vectors by their targets and threat nature. It highlights significant shortcomings
In existing security measures, and emphasizes the need for enhanced solutions tailored to these specific
vulnerabilities.

The outcome of the research is the development of recommended security measures and best
practices, specifically designed for 10T systems. These recommendations encompass layered security
protocols, enhanced encryption methods, and dynamic authentication mechanisms. The study also
proposes a framework for continuous security assessment and adaptation, aiming to foster the
development of more resilient and secure IoT environments. This comprehensive approach not only
addresses current security challenges but also prepares for future threats.
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Introduction

In the realm of future technologies, the Internet of Things (1oT) has become a ubiquitous and
frequently discussed concept. 10T comprises a network of intelligent objects, with these nodes serving
as the central actors in the 10T network. Their primary function is information exchange and facilitating
user communication. 10T stands at the forefront of the ongoing expansion of internet services, as it aims
to integrate and connect an extensive array of objects and devices [1]. 10T entities encompass a wide
range of devices, including laptops, smartphones, smartwatches, televisions, and automobiles. Each
individual 10T node within the network possesses its distinct identity and designated role. The seamless
cooperation among these nodes results in the formation of a robust and collaborative 10T network.
Within 10T, objects are integrated into the physical environment and initiate data collection and sharing
autonomously, free from human intervention. It was projected that the quantity of interconnected objects
on the internet would soar to approximately 25 billion by the year 2020 [2]. 10T devices exhibit
intelligence due to their access to data and information from interconnected devices, providing them
with the capability to make real-time decisions and execute their functions intelligently. Figure 1
illustrates the fundamental concept of IoT systems [3]. In the near future, the proliferation of loT
networks is anticipated to continue, expand in scope, and assume greater significance within the realm
of technology. As 10T continues to evolve, fresh security and privacy concerns emerge, alongside the
exacerbation of conventional security and privacy issues. Two primary drivers of this phenomenon are
the vast number of connected objects and the increasing diversity within the 10T landscape [4]. Within
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lIoT development communities, there is a diverse group of developers, some of whom possess limited
familiarity with security standards. The inherent complexity and ambiguity surrounding 10T have
consequently elevated 10T security to the top priority for both end-users and institutions [5].
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Figure 1. The fundamental concept of 10T systems

Much like any other technology, 10T is susceptible to attacks from malicious users or hackers. The
extensive and intricate architecture of 10T creates vulnerabilities that hackers can identify and exploit,
potentially leading to network breaches. These breaches can manifest in various ways, including network
disruption, data misuse, and more. Given the critical role of 10T networks, it is imperative to fortify their
security and address all potential vulnerabilities. Users are increasingly seeking the highest levels of
security and privacy when utilizing 10T networks, given the sensitive information exchanged within
these networks. Consequently, the subject of 10T security and privacy has gained prominence due to the
integral role of 10T in our daily lives. 10T technology is omnipresent, appearing in forms such as smart
wearables (e.g., smartwatches), smart homes, autonomous vehicles, precision agriculture systems,
healthcare solutions, and more.

Security concerns within 10T networks stem from multiple sources. Some of these issues in
security and privacy result from attacks on different layers of the IoT architecture. Additionally, attacks
may exploit the network's communication characteristics to infiltrate and compromise network
components, weakening their integrity. This paper conducts a thorough examination of 10T security and
privacy issues, delving into their complexities. It seeks to shed light on the types of attacks that can target
loT systems, detailing how these attacks have detrimental effects. Furthermore, the paper outlines
measures to prevent attacks and fortify 10T systems against potential threats. It serves the purpose of
providing comprehensive insights into the state of 10T security and the possible risks faced by 10T users,
thereby aiding in the development of stronger and more secure I0T systems, given their expanding use
in everyday life.

1. Security and privacy concerns at different layers of 10T:

0T consists of four primary layers, namely, the perception layer, network layer, transport layer
(commonly referred to as the Middleware Layer), and the application layer. Each of these layers
introduces its distinct privacy and security considerations. This section will provide an in-depth
exploration of these 10T layers, highlighting the respective issues, challenges, and security aspects.
Figure 2 illustrates the composition of 10T layers.

The perception layer encompasses distinct sets of data, divided into two primary components: the
perception node and the perception network. The perception node assumes the role of data collection,
while the perception network manages the transmission and administration of data. Within the
perception layer, a diverse array of sensor technologies are integrated, such as Radio Frequency
Identification (RFID) [6].
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RFID systems encounter security and privacy challenges. The perception layer encompasses a
variety of control and data collection modules, including sound sensors, vibration sensors, and
temperature sensors. Within this layer, the primary role is to gather data from the environment through
the use of sensors and actuators.

Hardware and sensors

Perception
Layer
* Protocols, communication
Network technologies and network
Layer
Transport * Data storage technologies
(Middle-ware)
Layer

Applications and services

Figure 2. 10T layers

Subsequently, the perception layer undertakes the tasks of data verification, collection, and
processing before forwarding the information to the subsequent layer, which is the network layer. It is
worth noting that data collected within the perception layer may undergo pre-processing before
transmission to the network layer. Additionally, this layer is responsible for regulating data sources, with
0T nodes serving as the primary data origin [7].

1.1. Perception layer security and privacy issues:

0T nodes face significant susceptibility to attacks, which has led to the development of a security
node within the architecture of the perception layer (referred to as SNPL). The application layer
primarily encompasses hardware components and sensors. Within the perception layer, there are various
security and privacy concerns, which are outlined as follows:

1.1.1. Tag Cloning:

Tags are affixed to various objects, and, through certain hacking techniques, the data on these
objects can be accessed, read, and even altered. This situation can result in tag cloning, where individuals
with ill intent can effortlessly capture tags and produce duplicates, making it challenging for users to
distinguish between the compromised and authentic tags.

1.1.2. Eavesdropping:

Eavesdropping refers to the interception of information exchanged between two nodes or
communication devices, often involving a process known as data sniffing. The wireless nature of RFID
technology renders it vulnerable to eavesdropping, making it relatively easy for hackers to intercept
sensitive information flowing between the tag and the reader, or vice versa. Within the realm of wireless
surveillance, there are two primary categories of eavesdropping attacks: passive and proactive. Proactive
eavesdropping is employed with the aim of intensifying the eavesdropping rate.

1.1.3. Spoofing:

These attacks involve the transmission of inaccurate and deceptive information to the RFID
system, with the intent of falsely representing it as originating from an authenticated and genuine source.
This deceptive tactic grants attackers full access to the system, rendering it vulnerable. Spoofing attacks
are a type of assault that can result in the creation of routing loops. Such attacks have the capability to
both truncate and elongate source routes, achieved by either repelling or enticing network selection by
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nodes. Spoofing attacks encompass various forms, including IP spoofing and RFID spoofing. RFID
spoofing takes place when an attacker attempts to deceive the system and gain access to records,
subsequently sending harmful data by employing the identification of an authorized tag. Attackers
employ tactics aimed at persuading the application that they are genuine users, with the objective of
assuming control over the loT application.

1.1.4. RF Jamming:

Radio Frequency (RF) Jamming involves a deliberate non-compliance with lower-level protocols
to disrupt ongoing legitimate communication. RF jamming can have various detrimental effects on
communication by transmitting signals with diverse patterns. In this type of attack, RFID tags are
compromised through a Denial of Service (DoS) attack, which introduces RF signals mixed with noise
signals, disrupting communication. The source initiating jamming attacks may vary in power, from very
potent, capable of damaging the entire network, to less powerful, causing harm to specific network
segments. Security attacks and threats are pertinent across all layers of 10T. These attacks fall into two
broad categories: active attacks, which directly impede service, and passive attacks, which observe 10T
network information without obstructing network functions. Security attacks can also be categorized
based on their source of origin, with external attacks stemming from sources outside the network, and
internal attacks initiated by insiders. At all 10T layers, 10T objects and services are susceptible to Denial
of Service (DoS) attacks, which aim to render the network inaccessible to authorized users [8].

Within the perception layer, three primary security issues are prominent. The first issue pertains
to the strength of wireless signals. In this layer, signals are transmitted between sensors using wireless
technologies, and the effectiveness of this communication can be compromised by interference from
disruptive waves. The second issue is associated with I0T devices, where sensor nodes can be
incapacitated either by the device owner or by potential attackers. This vulnerability is due to the outdoor
and external nature of I0T systems, making them susceptible to physical attacks on both the 10T nodes
and the loT system. The third issue revolves around the dynamic nature of network topology within 1oT.
loT nodes frequently move across various locations, resulting in a constantly shifting network topology.
In the perception layer, RFID and sensors play a critical role. However, these components have limited
storage, power capacity, and computational capabilities, making them susceptible to security breaches
and attacks.

Altering, spoofing, or replaying the identity information of an IoT device can instigate a replay
attack [9]. In a timing attack, hackers scrutinize the time required for encryption to deduce the encryption
key. Node capture attacks transpire when an attacker gains control over 10T nodes, capturing their data
and information. Attackers exploit the confidentiality of the perception layer by employing replay
attacks, timing attacks, and node capture attacks. To threaten the integrity of data in the perception layer,
assailants may add an extra node that transmits malicious data to the 10T network. Initiating a Denial of
Service (DoS) attack is attainable by draining the energy of 10T nodes and preventing them from entering
sleep mode, which is designed to conserve energy. Security issues within the perception layer can be
mitigated through the implementation of point-to-point or end-to-end encryption measures.

The perception layer constitutes the foundational tier in 10T systems, situated at the lowest level
of the 10T layer hierarchy. This layer serves multiple security functions and serves four primary
purposes: safeguarding data privacy and sensitive information, enabling authentication, and assessing
potential risks. Authentication is a crucial security objective essential for safeguarding systems against
intrusion from hackers and malicious entities. Cryptography provides a means to implement
authentication, employing algorithms capable of generating digital signatures to fortify protection
against attacks, including collision attacks and brute force attempts. The protection and security of data
are paramount during both collection and transmission to subsequent layers. Achieving data privacy can
be accomplished through the utilization of symmetric and asymmetric encryption algorithms. These
encryption algorithms are particularly advantageous for sensor deployment due to their minimal power
consumption. Ensuring location anonymity and identity protection is essential for securing sensitive
information. This can be effectively accomplished through the K-Anonymity approach, which shields
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user data, identity, and location information from potential exposure and harm. Risk assessment holds a
significant role within 10T security, primarily because it aids in the identification of novel threats to
systems. Furthermore, it assists in the formulation of security strategies that can be categorized as
optimal, ultimately serving as a preventative measure against potential security breaches. In the event
that an intrusion is detected, the RFID reader issues a kill-command to the RFID tag to halt unauthorized
access to the data stored on the tag [10].

2. 10T Network Layer security and privacy issues:

Following the perception layer in the 10T layers framework, the subsequent layer is the network
layer. This layer assumes responsibility for ensuring the security of information and facilitating the
transmission of data within the network.

The network layer encompasses a spectrum of technologies including mobile devices, the internet,
and cloud computing. Within this layer, Wireless Sensor Networks (WSN) are responsible for reliably
transmitting data from sensors to their intended destinations. It also plays a crucial role in facilitating
data exchange between 10T devices and hubs and serves as the foundation for data routing. Various
technologies such as WiFi, Bluetooth, 3G, and LTE are employed in the network layer to manage
internet operations, including switching, routing, and gateways. Network gateways act as intermediaries
between loT nodes, facilitating the process of transmitting, aggregating, and filtering data. The network
layer consists of an array of protocols, communication technologies, and the corresponding hardware.
In practice, the network layer plays a pivotal role in establishing connections between IoT nodes and
loT applications, allowing for data flow and interaction. Each node or device within the loT system has
a unique identity to enable data traceability. Network components like switches, hubs, routers, and
gateways are crucial in connecting 10T nodes and devices with each other. One of the primary security
concerns at the network layer is the potential for a Denial of Service (DoS) attack. These attacks are
initiated by malicious actors with the intent of rendering services unavailable to legitimate users.

2.1. Sybil Attack:

A Sybil attack involves an attacker attempting to compromise the system by manipulating a node
to possess multiple identities, leading to the dissemination of false information. In a Sybil attack,
malicious entities can employ multiple identities within the same network, often presenting duplicated
or erroneous identification for the purpose of deceiving other 10T nodes.

2.1.1. Sinkhole Attack:

A sinkhole attack revolves around the strategy of making compromised nodes appear appealing to
nearby nodes, causing data to be directed toward these compromised nodes and, ultimately, leading to
dropped packets. The system, under the influence of this attack, falsely assumes that data has been
successfully transmitted to its destination, while, in reality, the system’s traffic is disrupted. Sinkhole
attacks can potentially trigger a Denial of Service (DoS) scenario due to the increased energy
consumption associated with routing through malicious nodes. In a sinkhole attack, a malicious node
can deceive 10T nodes by providing fraudulent routing information, redirecting the packets of other
nodes through it. The process of a sinkhole attack operates in a clandestine manner, typically escaping
the network's detection mechanisms, as attackers aim to mislead the system into believing that all
transmitted data has reached its intended receiver.

2.1.2. Denial of Service (DoS) Attack:

A Denial of Service (DoS) attack transpires when an attacker seeks to inundate a network with an
excessive volume of meaningless traffic, depleting the system's resources. As a result, the system's
network becomes inaccessible to its users. In this type of attack, the attacker sends a barrage of requests
to a server, overwhelming it with requests, ultimately causing the server to become unresponsive or go
offline.

2.1.3. Malicious code injection:

A malicious code injection attack transpires when an attacker attempts to manipulate a sensor node
into introducing malicious code into the system, resulting in network shutdown. This subsequently grants
the attacker complete control over the network. Code injection enables attackers to incorporate malicious
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code into input fields, allowing them to execute the code and gain unauthorized access to the application.
This form of attack can manifest when injecting malicious JavaScript code into an HTML document,
potentially leading to hijacking and the spread of botnets.

2.1.4. Man-in-the-Middle Attack:

The Man-in-the-Middle attack is akin to an eavesdropping attack, with its focus centered on the
communication channel. In this attack, an unauthorized user can intercept and manipulate
communication between two other parties. Additionally, the unauthorized user has the capacity to
assume the identity of the victim and utilize the channel for information acquisition.

In a Passive Man-in-the-Middle attack, an eavesdropper taps into the communication using a
Poisson channel. In the context of traffic analysis, passive monitoring and eavesdropping can
compromise the privacy and confidentiality of 10T networks. These three attacks are frequent due to the
remote access mechanism and data exchange. Man-in-the-Middle and eavesdropping attacks are
especially likely to occur in the network layer. The security of communication channels becomes
compromised if the keying material of 10T devices is intercepted.

IoT communication fundamentally differs from typical internet communication because loT
extends beyond machine-to-human interactions to include machine-to-machine communication. This
expansion introduces compatibility and security challenges, particularly in the context of heterogeneous
network components [10]. Standard network protocols are often inadequate for addressing these diverse
elements. In an 10T network, various objects are interconnected to gather information about users, a
feature that malicious actors may exploit to misuse user information. Consequently, safeguarding 10T
network objects is as crucial as protecting the network itself. These objects should possess the capability
to take proactive measures in self-defense against network-initiated attacks. This requires the
implementation of robust protocols and software within the network, enabling objects to respond to
abnormal behaviors or conditions that threaten both the objects and network security.

Network layers encompass both wired and wireless communication capabilities. The openness of
wireless communication channels exposes the network layer to a multitude of potential attacks. Security
within the network layer can be categorized into three types: authentication, routing security, and data
privacy. The implementation of authentication and encryption measures is effective in thwarting
unauthorized access to nodes, consequently preventing the dissemination of false information. The most
common threat encountered is the Denial of Service (DoS) attack, which disrupts the network by
flooding it with an excess of meaningless traffic within communication channels. Routing algorithms
play a crucial role in ensuring the privacy of data transmitted between sensors and the system. To
enhance the system's error detection capabilities and fortify it against potential failures, multiple data
routing paths need to be established. Security control mechanisms must be integrated to monitor the
system and shield it from various forms of intrusion. To verify that received data at one end matches the
original data transmitted from the other end, data integrity methods should be implemented. The security
issues within the transport layer can be categorized as follows:

2.2. 10T Transport (Middle-ware) Layer security and privacy issues:

Following the network layer in 10T systems, the subsequent layer is the Transport (Middle-ware)
Layer. Within this layer, data storage technologies, such as cloud computing, are employed. This layer
facilitates ubiquitous access for the perception layer, and it is divided into three distinct layers: local
area, core network, and access network.

2.2.1. Unauthorized Access:

Unauthorized system access may transpire when an attacker engages in data deletion or restricts
access to 10T services, thereby inflicting harm on the 10T system. The Transport (Middle-ware) layer
offers dual interfaces, one for data storage and another for applications. Attackers can gain unethical
entry to infiltrate the network by exploiting misconfigured access control rights.

2.2.2. DoS Attack:

A Denial of Service (DoS) attack is characterized by the generation of a substantial volume of
superfluous traffic aimed at incapacitating the system. Attackers execute these attacks to render the
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network service unavailable for a specific duration [10]. Numerous DoS attacks can be launched to target
the 10T system, with their objective being the depletion of service provider resources and network
bandwidth. The complexity and heterogeneity of 10T networks render the transport layer susceptible to
DosS attacks.

2.2.3. Malicious Insider:

Insiders possess the capability to manipulate and modify data to serve their personal interests. A
Malicious Insider attack transpires when an insider manipulates data for their personal gain or the benefit
of third parties. One potential method to safeguard IoT systems against malicious insider attacks involves
the implementation of the Isabelle insider framework. This framework is designed to identify any policy
violations that may occur [11].

2.3. 10T Application Layer security and privacy issues:

The final layer within the IoT framework, subsequent to the Transport (Middle-ware) Layer, is the
application layer. This layer plays a vital role in structuring the application layer's services, is visible to
end users, and represents the topmost layer. Its purpose is to fulfill the vision of creating smart
environments and loT-based systems, ensuring authenticity, integrity, and confidentiality. However,
security issues can arise due to the absence of standardized processes for managing application
development and their interactions [12]. It becomes challenging to guarantee data privacy and
authentication for applications that employ diverse authentication mechanisms. The application layer
encompasses various service domains, such as connected cars and healthcare, each of which must
address its specific security threats and establish corresponding security measures. The Application
Layer provides user access to 10T applications. Security measures can be integrated into the application
layer by incorporating security policies in the functional architecture. Security concerns within the
application layer can be mitigated through the implementation of security measures such as firewalls,
antivirus software, and intrusion detection systems. These security issues within the application layer
can be categorized as follows:

2.3.1. Malicious Code Injection:

Malicious code injection transpires when an attacker inserts malicious code into the system to
pilfer user data. Hackers initiate this attack by exploiting vulnerabilities in the system's graphical user
interface (GUI), either within the software or on the device itself, to execute actions such as Cross-Site
Scripting (XSS) attacks, deploying Trojans that disrupt normal operations, or executing remote code.
Unlike traditional attacks that can be deterred with antivirus tools, malicious code injection presents a
challenge since it may either activate automatically or necessitate the attacker's intervention to initiate
the attack on the system.

2.3.2. DoS Attack:

In recent times, Denial of Service (DoS) attacks have evolved to become more sophisticated than
their earlier counterparts. These attacks employ a smokescreen tactic to carry out their malicious
activities, deceiving users regarding the actual location of the attack. This strategy leads users to believe
that the attack is occurring in a different part of the system, ultimately diverting their attention [13]. As
a consequence, DoS attacks can place unencrypted sensitive user information into the hands of hackers.
DoS attacks operate within the application layer, much like their actions across other layers, with the
shared objective of disrupting service availability. DoS attackers possess the capability to undermine the
availability of services or applications.

2.3.3. Spear-Phishing Attack:

The Spear-Phishing attack begins when an attacker attempts to launch an assault on users through
emails sent to the victims. The goal is to entice victims into opening the email, with the aim of acquiring
additional sensitive data from them. Spear-Phishing is a multi-step procedure that entails the attacker
gathering information about a specific target or a group of targets.

2.4. Sniffing Attack:

A Sniffing attack happens when an attacker introduces a sniffer application into the system,
allowing them to gather information about the network, ultimately compromising the system. Sniffing
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can take various forms, including DNS poisoning, ARP poisoning, DHCP attacks, MAC flooding, and
password sniffing [14]. Sniffers initiate their monitoring activities at the data link layer, and once the
data link layer is compromised, other upper layers become involved in the sniffing process.

There are no universally applicable rules and standards in place to regulate the development and
interactions of 10T applications. This lack of uniformity gives rise to several security concerns related
to loT applications. These applications employ diverse authentication mechanisms, making it
challenging to ensure data privacy, identity verification, and seamless integration of various 10T
applications. As the number of connected devices participating in information sharing within the loT
network increases, it places a growing burden on applications responsible for data analysis. This, in turn,
affects the availability of services. When designing IoT applications, three critical considerations must
be addressed: understanding how users interact with the application, managing the volume of data, and
determining the system administrator. 10T application users should be equipped with tools that grant
them control and management over their data disclosure preferences. Users should also possess
knowledge about the usage, timing, and entities accessing their data.

Security measures within the Transport (Middle-ware) layer and application layer are categorized
into four distinct areas: risk assessment, authentication, data security, and intrusion detection.
Authentication serves as a safeguard against malicious users attempting to gain unauthorized access to
the system by verifying their identities. The Middle-ware layer leverages various key technologies, such
as cloud technologies, which can be susceptible to compromise and insider threats. Additionally,
virtualization, a technology utilized in this layer, is exposed to data security threats and DoS attacks.
Intrusion detection technologies function by raising alerts when any unusual events occur within the
system. This is achieved by continuously logging and monitoring the activities of potential intruders.
Intrusion detection technologies encompass various approaches, including data mining and anomaly
detection. Risk assessment plays a pivotal role in justifying security strategies and enhancing the overall
security structure. Encryption technologies can be deployed to prevent data theft and misuse, serving as
a means to safeguard data and thwart malicious activities initiated by attackers and malicious users.

Conclusion

loT technology significantly enhances communication capabilities and interactions among users,
driving advancements in smart homes, agriculture, and other areas vital for modern living. Despite these
advantages, the susceptibility of 10T systems to security breaches by malicious entities poses a severe
risk, particularly in terms of accessing and compromising sensitive data. This reality highlights the
urgent need to develop robust security strategies and measures to protect 10T infrastructures and the
private data they handle. Security and privacy issues within 10T are critical concerns that vary widely in
severity and nature, including both internal and external threats. Although the forms of these attacks
differ, they uniformly threaten substantial damage. This research paper thoroughly reviews the literature
on loT security and privacy, addressing the specific security concerns within each layer of 10T
architecture and detailing the types of security attacks and their preventive countermeasures.
Additionally, it critically assesses the ongoing challenges in 10T security and privacy, emphasizing the
need for continuous improvement in security practices to safeguard against evolving threats.
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Xiilasa
Maxfi malumatlarin qorunmasi: asyalarin interneti (IoT) sistemlarinda
tahliikasizlik vo maxfilik problemlarinin atrafh tahlili
Elson Tanriverdiyev

Toadgiqat isinin magsadi agyalarin interneti (IoT) sistemlori daxilinds tohliikasizlik vo moxfilik
problemlorinin hortorafli tohlil edilmasi, onun miixtalif tobogolorinds — gavrayis, soboks, nagliyyat vo
totbigetmads bosluglarin miioyyanlagdirilmasi vo bu risklorin azaldilmasi moagsadilo strategiyanin
hazirlanmasidir. Magsads miivafiq olaraq, todqiqat isinda avvalca hor bir 10T tobagosi daxilinds asas
tohliikasizlik tohdidlorini miioyyan etmok vo maxfilik problemlarini kateqoriyalara ayirmaq, méveud
problemloari va halli yollarini anlamaq tigiin mévcud adobiyyatlarin nazardon kegirilmasi kimi vozifalor
qarstya qoyulur. Olava Vvazifoloro imumi hiicum vektorlarinin tohlili vo simulyasiyalar, real diinya
niimunoalari vasitasilo toklif olunan tohliikasizlik tadbirlarinin effektivliyinin giymotlondirilmosi daxildir.

Tohliikasizlik hallinin effektivliyini yoxlamaq vo prognozlasdirmaq {igiin nazori vo miiqayisali
tohlil, eksperiment va simulyasiya modellosdirms do daxil olmagla, miixtalif tadqigat metodlarindan
istifado edilmisdir.

Asagidaki naticalor olds edilmisdir: Hor bir 10T tobagoasindoki osas bosluglar askar edilmis,
potensial hiicum vektorlarinin genis spektri miiosyyon olunmusdur. Mévcud tohliikasizlik tadbirlorindaki
ohomiyyatli ¢atismazliglar askarlanaraq uygun tokmil hallar toklif olunmusdur.
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Todgigatin yekun naticasi olaragq, 10T sistemlori iiglin nozords tutulmus tévsiye olunan
tohliikasizlik todbirlori vo an yaxsi tocriibalor islonib hazirlanmisdir. Bu tovsiyalor layli tohliikasizlik
protokollarini, tokmil sifraloms tsullarin1 vo dinamik audentifikasiya mexanizmlarini ohato edir.
Toadgigatda, homginin daha davamli va tohliikasiz IoT miihitlorinin inkisafini togviq etmok magsadilo
tohliikasizliyin giymatlondirilmasi vo uygunlasdirilmasi ti¢tin hallor toklif edilir. Qeyd olunan kompleks
yanasmanin yalniz movcud tohliikasizlik masalalarina deyil, hom do galacok tahdidlardan gorunmagq
ticlin effektivliyi geyd olunmusdur.

Acar sozlar: ogyalarin interneti, IoT Sistemlori, 10T tohliikasizlik problemlari, 10T tohliikasizlik
hiicumlar1

AHHOTaNuA
3amuTa KOH(PUIEHIUAILHOI HHPOPMALMHU: KOMILUIEKCHbIN aHAJIN3
BOINPOCOB 0€30MACHOCTH M KOH(PUIAEHIHUAIbHOCTH
B Cucremax Unrepuera Beueii (IoT)
Juabman TaHpbiBepaAHeB

OTo uccienoBaTenbckas padoTa MPOBOAMT TIIATENBHBIN aHanu3 MpolsieM Oe30MacHOCTH U
KOH(pUICHIMATLHOCTH B cucTteMax MuTepHera Bemed (IoT), 1enbi0 KOTOPOTO SIBJISICTCS BBISIBJICHUC
ySI3BUMOCTEH Ha pa3nuyHbIx ciosx [oT — Bocnpusitue, cetb, TpaHCIOPT U MPUIIOKEHUS, U pa3paboTKa
CTpaTeruu JJisl CHU>)KEHUS 3TUX PUCKOB. MccneoBaHe HAYMHAETCS C KAaTErOpr3alii OCHOBHBIX YIPO3
0e30MmacHOCTH U MpodiaeM KOHGUICHIIMATLHOCTH Ha KaxaoM cioe uHppacTpykTypsl 10T, 3a koTopoii
clenyeT BCeCTOPOHHUN 0030p CYIIECTBYIOMMX UccienoBanuil nmo 6e3zonacHoctu loT mist monumanus
TEKYIIUX BBI30BOB M pELICHUW. J[OMOJHUTEIbHBIE 3aJa4d BKJIIOYAIOT aHajJu3 PACIPOCTPAHEHHBIX
BEKTOPOB aTaK U OIEHKY AP (HEKTUBHOCTH MPEIIIOKEHHBIX MEp O€30IMaCHOCTH TIOCPEICTBOM CHMYJISIIIHIA
Y UCCJIEIOBAHUM peabHbIX CIy4YaeB.

Bbmn MCnosib30BaHbl pa3IMuHbIE METOJbI MCCIICIOBAHUS, BKJIIOYAs CUCTEMATUUYECKUE 0030pbI
JUTEPATYpPhl, Keic-CTalH, SKCHEPUMEHTAIbHBIE HCCIEAOBAHUS W MOJACIUPOBAHUE CUMYISLUUN IS
TECTUPOBAHUS U MPOTHO3UPOBaHUS A (HEKTUBHOCTH pELICHHH 110 0€3011aCHOCTH.

Pe3ynbpTaThl nccaeaoBaHUsl paCKPhIBAIOT KIIFOUEBBIE YSI3BUMOCTH Ha KaXJIOM CJIO€ apXUTEKTYpPbI
[oT u cocTaBnsIOT MOAPOOHBIN KAaTAJIOT MOTEHIIMAIBHBIX BEKTOPOB aTaK, KIACCUPUIIUPYSI X IO TEISIM
u xapaktepy yrpo3. OH NOAYEpPKHUBAET 3HAUUTEIBHBIE HEJOCTAaTKH B CYIIECTBYIOLIUX Mepax
0e30MacHOCTH, TOJYEPKHBasi HEOOXOJAMMOCTh B YCHJICHHBIX DEIICHUSIX, aJalTUPOBAHHBIX K ITHUM
KOHKPETHBIM YSI3BUMOCTSIM.

Htorom mccnenoBanus crana pa3paboTKa peKOMEH/IOBaHHBIX Mep 0€30IacHOCTH U MEPETOBBIX
MPaKTHK, CHEIHAIbHO MpeaHa3HadyeHHbIX A cucteM [oT. DTu pekoMeHganuu BKIOYAIOT B ceOs
CJIOUCTBIE MPOTOKOJIBI O€30MAaCHOCTH, YCOBEPILIEHCTBOBAHHBIE METO/IbI MU(POBAHUS U TUHAMUYHBIE
MeXaHM3MBbl ayTeHTHQUKauu. VccnenoBanue Takke MpeuiaraeT paMKH AJis MOCTOSTHHON OIICHKH U
ajantauuu Mep 0e30MacHOCTH, HalpaBJIEHHbIE HA co3/aHKe 0oJjiee YCTOMYMBBIX UM OE30MaCHBIX Cpell
[oT. DTOT KOMIIIEKCHBIM MOAXO0J HE TOJBKO peliaeT TeKyIIHe MpoOyieMbl 0e30MacHOCTH, HO U
MOJArOTaBIUBAET K OYAYIIUM yrpo3aMm.

KiroueBble cjioBa: MHTEpHET BeIled, MHTEPHET BEIIEH CHUCTEMBI, POOIEeMbl 0E30MacHOCTH
WHTEpHETA BelleH, aTaku Ha 0€301aCHOCTh HHTEPHETA BEIIEH.
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